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The dependence on the information technology (IT) is a common feature of all modern
organizations. This dependence characterizes the private and public sectors, regardless of
their mission, industry, geographical location, or type of organization. In this context, a
successful organization, efficiency in operation, performance and quality are essential in
order to reliably support the activity, which makes it necessary for the organizations to
ensure the proper and efficient use of information technology. The compliance with the
applicability of the regulations and standards of IT audit can help organizations to achieve
all these goals.
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1. Introduction

The audit of the information systems is a complex task of assessing a computer system with a
view to getting a qualified opinion on the degree of compliance of the system with the standards in the
field, and at the same time, on the capacity of the system to achieve the strategic objectives of an
organization, using the information resources efficiently and ensuring the integrity of the processed
and stored data. In general, depending on the objective of the mission the information systems
auditors will follow:

Figure 1: The flow chart of the objectives the audit has to accomplish
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The computer auditor is a computer scientist specializing in financial accounting field. He is
certified as a computer auditor (Certified Information Systems Auditor, CISA) by ISACA in accordance
with the conditions set by the Chamber of Financial Auditors of Romania. The computer auditor is not
someone who has studied the computer science but a computer scientist trained according to the
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methodology and principles of the internal audit. This computer audit uses his talent and skills in five
fundamental areas:
Figure 2 - Audit areas
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Computer audit is a distinct branch of the audit. It includes techniques and methods
concerning the audit of the software, computer applications, traditional and modern information
systems,, mobile applications and all the software applications that use Internet resources.

Figure 3 Types of audit
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The more complex the processes in the informational society , the higher the level of
credibility the requierements of the information systems impose..
During the planning of the computer audit there are factors which will be taken, compulsorily into
account; These factors determine the way the audit approaches the audit process. The auditor will take
into account the level of risks arising from the use of the information system.

2.Standards and guides for information systems audit
Internationally, in the field of information systems audit, the most widely-known authority is -
ISACA (Information Systems Audit and Control Association), which has developed the audit standards
of the information systems.
e To carry out the audit activities the following regulations are essential in this field:
e Code of ethics for information systems auditors COBIT (Control Objectives for Information and
Related Technology)
ISA 401 - Internal audit - information systems environment
IAPS 1003 - CIS environment - Database system
IAPS 1002 - Risks associated with the internal audit in CIS.
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The general framework regarding the audit process of the information systems is shown in the
flow chart below

Figure 4 The general framework regarding the audit process of the information systems
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Case Study - The audit of the computing operational system at the level of an exchange office
In accordance with the provisions of regulation NBR of 8 May 1995 and published in the
Official Gazette, part I, 94 18. May 1995 with the entry into force on 18 May 1995 concerning exchange
operations for individuals on the territory of Romania, exchange offices, registered as legal person
according to law. 31/1990, will ask the National Bank of Romania to grant authorization for operation,
if the following conditions are met:
a) the sole object under the Statute and contract of the company, registered according to law No.
31/1990 to exchange is for individuals;
b) b) applicant to show proof of the possession of the work space intended exclusively for foreign
exchange, with direct public access and service address. The House is considered to be in
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d)

possession of those premises providing it acquired them through contracts of sale and
purchase, lease, sublease.

c the applicant shall notify the names) and headquarters of the company (s) where he/she has
the bank account (accounts);

applicant, instituted according to the law nr. 31/1990, must provide proof of paid-up share
capital and availabilities in lei or foreign currency on behalf of the House Exchange service;
total funds paid should not be less than 200 million or its equivalent in foreign currency at the
exchange rate of the National Bank of Romania, valid on the day of deposit.

One important stipulation refers to the facilities an exchange office has to provide.

Thus, the exchange office has to provide the proper facilities for each and every exchange
point.

Figure 5 - Necessary equipment for an exchange office
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The audit of the operational calculation system will go through the stages referred to as

chapter I of this study, but as the main feature will focus on risk analysis and impact factors of
information security.

Thus, the auditor will carry out an inventory of technical parameters used including

programmes regarding information security Further, we will analyze the software solution dedicated
to exchanges ONLINE EXCHANGE developed in accordance with the legal provisions concerning the
performance of this type of activity. The program benefits from the simultaneous achievement of the
operations both at the Headquarters and at any branch. This allows you to ensure compliance with the
official value course . The application allows you to set some restrictions depending on the policy of the
company.

The cash register is a function that allows :

Exchange with automatic generation of the form of the transaction, and then the possibility of
closure of the foreign exchange tax voucher;

Provision of payments and receipts for internal cash transfers;

Receive cash from any workstation;

Lending money from the associated company and refunding the loan;

Working with the bank (deposit or cash withdrawal)

The application generates a series of reports as follows:
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Specific to the agency: Global:

sinternal panel of current foreign exchange sinternal panel of current foreign exchange
[ 1{=0 rates;
*The cash register in Lei and foreign currency *The cash register in Lei and foreign currency

eThe summary of the activity per day / per eThe summary of the activity per day / per
month; maonth;

*The list with the exchange bills; *The list with the exchange bills;

#The sales - purchasing journal *The sales-purchasing journal

*The records of the Western Union operations; *The records of the Western Union operations;
stax reports. *taxreports.

The application allows the configuration of the following information :

Imprint (nr. Reg. of Commerce, bolt, Bank and account no.);

Each working point data (address, telephone no., unique key location etc.);

The list of existing users in each branch (name, surname, personal identification number,
address, telephone no., series and number of identification, the location to which it is assigned,
the user name, the position occupied, access password and rights within the agency or the
headquarters, if necessary);Lista asociatilor existenti (nume, prenume, adresa, CNP, seria si
numarul actului de identitate, starea asociatului - activ sau inactiv);

Currency that is used (you can add or remove currencies);

The settings concerning the email include restrictions on the IP access (the list of ranges of IP

addresses that have access to the program).

The program runs in real time, allowing the flow of operational information from each agency,

at any time and from any location, the only need being a computer with Internet access;

The security audit points out that by the SSL encryption protocol (Secure Socket Layer), all

data transmitted between the server and the agency or between the server and the office are 100%
protected ; There is no risk in the transaction of the information;

Other facilities offered by the application are:

Rapid determination of all rights for every user of the program;

Automatic creation of NBR and ONPCSB alerts;

The addition of no matter how many currencies that can be turned off when no longer used;
The daily rate for each currency and for each agency is established in real time;

Drawing up detailed reports depending on the currency, period of time, and the working point
thatis preferred;

The integration of the Western Union transactions in the management and their check;

The possibility of exporting the data from the program in other accounting programs;

The program warns the user if the latter wants to print a bill on a tax day if more than 24
hours have gone since the printing of the first bill on that day;

On the server on which all the information are stored in the database, there are three types of
backup: daily, weekly and monthly;

All the reports or documents issued from the program can be printed again at any time;

6. Conclusions

The content changes of the life cycle of the audit require the re-engineering of the architecture

of the audit and of the classic methodological and procedural framework with a view to fitting the new
context and lead to a new model of audit.
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The audit will change their classic approach and content and will be based, primarily, on
information and communication technologies, through the adoption of advanced methods and
concepts: auditing online, continuous auditing, e-audit.

Similarly, the new model of audit will evolve towards integrated solutions of the different
types of audit: the financial audit, the audit of performance, the IT audit, the organizational audit and
the audit of conformity, which are to be developed within the framework of the same mission, in
various combinations, depending on the complexity and objectives of the mission.

The auditor will have to be prepared to work in collaboration in virtual teams of Auditors, as
well as to adopt a new style of work: remote audit, orientation on the audit of the electronic documents
and the use of a computerized system.
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