International Conference “Risk in Contemporary Economy” ISSN 2067-0532
XIIIth Edition, 2012, Galati, Romania,
“Dunarea de Jos” University of Galati - Faculty of Economics and Business Administration

Modern Approach to Business Continuity Management in Food

Silvius STANCIU
silvius.stanciu@ugal.ro
Nicoleta STANCIUC
nicoleta.sava@ugal.ro
Loredana DUMITRASCU
loredana.dumitrascu@ugal.ro
Costel NISTOR
cos nis@yahoo.com
Dunarea de Jos University of Galati, Romania
Roxana SIRBU

The Bucharest Academy of Economic Studies, Romania

The development of a lasting business must aim not only the common issues, specific to the current
activity. The modern management systems quantify the potential action of certain new categories
of factors, too, which may seriously affect the organizations, intervening in their normal operation.
The losses due to the interruption of business may be significant, being necessary a flexible
management system that ensures the development of the activity of oganization in case of certain
critical situations, too
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1. Introduction

The ensurance of business continuity represents a major issue for the management of companies,
shareholding, employees, economical and social environment. The overall economic problems, felt as the
generalized economic crisis, correlated to specific issues, expressed at the organization level, led to the
need of adapting the management system, so that the business survives under the conditions of activity
accidental interruption. The organizations may be affected by a series of un-favorable events: terrorist
actions, fires, Acts of God, interruptions in the supply of utilities, etc. The overlapping of specific critical
situations, in certain avoidable cases or of which effect may be minimized, to the overall ones, difficult to
foresee and control, may lead to the dissappearance of business and company. The losses due to business
interruption are in many cases much higher than the damages on property. In many situations, the
insurances, the main instruments that minimize the effects of certain critical situations for the company,
don't cover but partially or incompletely these risks. The managerial approach by Disaster Recovery Plan
and Business Continuity Plan represents quite new conceptions for the current economic environment.
Although the terms begin to receive a higher and higher audience in Romania, the adoption and efficiency
of these management solutions are still at the beginning, existing a reticence, passivism, expectation from
the economic agents (Marsh Romania, 2012).

2. Justification of applying the ensurance system of the business continuity

The issue of business continuity, originally applied in the informatics field, mainly treated issues
related to the risks associated to the physical component in the information resource management
(Mazareanu, 2005). The success of this strategy, applied in the IT field, led to the generalization of system
and in other activity fields, whereby critical incidents may intervene, which may affect the good
development of the organization activity. The most of the companies associate the business continuity
issue to the terrorist attacks on September 11, or to the natural disasters that affected the American
continent. The disastrous effects of these events on the databases of American companies imposed the
use of terms like Disaster Recovery or Business Continuity. The possible danger of these limitative
associations is a reducing wrong argument, whereby the organization management does not consider a
potential risk the terrorist attacks or the natural disasters, therefore an ensurance plan of business
continuity is not necessary. According to a study issued by IBM and Wall Street Journal, 25 % of the
companies that don't own an efficient solution of Disaster Recovery, which allow them the renewal of the
database within less than 48 hours have high chances to become bankrupted within a very short range of
time, 40% during two years, and 35% don't realize to keep on the market but for maximum 5 years
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(Ghitulescu, 2006). Although the potential risk, related to natural disasters or the terrorist attacks,
including the informatics ones must not be lowered, the studies issued within the companies stresses the
fact that the incidents due to human errors, respectively to the hardware or software problems are the
main causes that may provoke irrecoverable losses for a company (Dynamic Markets, 2004). In such
circumstances, the insurance policy, considered more than enough by the most of the companies, does not
ensure the recovery of data and the ensurance of the business continuity, being necessary the
development of an efficient continuity plan of business.

3. Stages in the issuance of a business continuity ensurance plan

The ensurance of the business continuity represents a process whereby there are identified the
main threats on the development of the activity of an organization and there are established the necessary
measure to face these threats. The application of a Business Continuity Management (BCM) strategy leads
to the organization activity continuity in difficult situations, being essential for the establishment of a
management system of the emergency situations, which supports the manageement processes of critical
times. Although the Business Continuity Management and Business Continuity Planning terms are
frequently used as equivalent for Disaster Recovery, the specialists consider that they cover a much wider
theme.

According to the IT Expert, Business Continuity represents the ability of keeping the availability
of business processes and information within the company. This way, BCM correlates the basic
components, necessary to face a disaster and ensures the un-interrupted operation of business processes
and critical services even in the case of a total collapse of the system.

The planning process for the ensurance of operational continuity must be integrated, issued at the
level of the entire organization. A well issued planning process must include the impact analysis on
business, the planning for restarting the operations, recovery solutions of the economic capacity, back-up
plans, crisis communication systems, recovery after disaster, information security, risk management and
the management of information systems (Vasile, 2010). Both elements are important and, for commodity,
are often mixed in one single document. The Disaster Recovery term signifies the restoration of
calculation and communication system, after a natural disaster or created by human being, within a
definitive range of time. The activity continuity plan constitutes a whole of operational procedures and
instructions, especially developed for the restarting of activity of an organization in case of disaster. To be
efficient, the plan needs test, qualified staff and alternative available resources.

The development of an operational continuity plan is different depending on the company,
organization type, activity field, etc. The uniformity of activity is made by the internationally recognized
standards, which establish the main stages of this process. Business Continuity Institute (BCI), the most
important organization in the field, was established in 1994, having currently 7000 members in over 100
countries. The organization proposes itself the promotion of standards in the business continuity field.
BCI promotes 10 standards recognized for the business continuity management:

1. Initiation and management of the project, which establishes the need of an operational continuity plan
and the necessary support/ resources.

2. Identification of risks, their analysis and control.

3. Business Impact Analysis (BIA), a process that quantifies the previously mentioned risks and
establishes the critical functions.

4. Development of the continuity strategies, which initiate and manage the selection process of the
alternative recovery strategies of operational capacity.

5. Emergency operations and interventions, which develop and implement the necessary procedures in
order to stabilize the situation.

6. Development and implementation of the operational continuity plans.

7. Training program.

8. Updating and checking by test of the continuity plans.

9. Public relations and mass media communication, employees, clients etc.

10. Coordination with the public authorities (according to BC], cited by Vasile, 2010)

Planning of the business continuity must be concluded in accordance with a series of principles:

= planning of the business continuity is essential and must be currently developed (the need of a pro-
active approach in the business continuity planning direction);

= review and periodical extension of the business continuity plans, in order to include a wider
geographic area, being taken into account all the potential threats;

= the use of certain credible sources (there will be used credible information yet from the beginning of
planning process);

= planning development on phases, using measurable samples;

=  building of scalable scenario and development of assumption exercises in order to identify the lacks
(the assumption exercises must begin from the scenario with a low impact, following that during the
exercises to be taken into account scenario with a more and more disastrous impact);
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= the communication is crucial (they key of an efficient planning is the communication between the
employees, the communication with suppliers or clients, with the consultants, etc.);

The issuance and application of a business continuity ensurance plan require the following of a
succession of stages:

1. Identification of the key persons in the company.

There are established the persons with key positions in the organization, without whom the
business cannot be developed, their substitutoes in case of unavailability, contact details (job phone
numbers, mobile numbers, home numbers, job and personal e-mail, any communication channel whereby
they can be contacted in case of emergency).

2. Identification of persons with whom one can remotely work.

All the persons identified at the first point must be able to remotely work, if necessary.
Otherwise, only the persons who can remotely work will be trained in the key positions, ensuring this way
the business continuity

3. List of external contacts.

In the circumstance of existence of a distribution chain or critical contractors for the business
continuity, it will be issued a special list that includes their contact data, the description of company (or of
the person), other absolutely critical information. Attorneys, representatives of the banks with whom the
company operates, IT consultants, utility suppliers, local authorities and the postal office are included in
the list, too.

4. List of the very important equipments.

It will be concluded a list of critical equipments - personal compuers, electronic programs or
other specific equipments, without which the activiy of the organization cannot be developed under good
conditions.

5. Identification of critical documents.

It will be concluded a list with the documents of company and other legal documents, invoices for
utilities, bank documents, critical documents regarding the employees, rental and property contracts,
accounting documents - all that it could be necessary to re-opn the business in case of disaster. These
documents must be available in case of critical situations, being established the places where they/their
copies may be kept under safety conditions.

6. Identification of the options for the procurement of certain equipments in case of emergency.

In the circumstance whereby the very important equipments for the development of activity are
not operating anymore, there must be established alternatives for their procurement/ use

7. Identification of a location that may be used in case of emergency.

It has to be established the location where from the business may be managed, if the spaces of the
companies are not available, respectively the possibility to relocate the company staff and its location on
the map in the business continuity plan. The organization members must be notified about the alternative
location in case of emergency situations

8. Issuance of a list of instructions.

The detailing of the instructions regarding the issues that must be made, who should do them and
how to do them. For each person, it is made a list with her responsibilities.

9. Centralization of information.

A continuity plan is useless if the information at the previous points are kept in different places. A
continuity plan is a reference document. All the information must be kept in the same document. Multiply
this document and give one copy of all the key employees. Keep other several copies in another place,
home or in a seif.

10. Communication of information.

All the employees must know the activity continuity plan. There are necessary information and
training courses, mandatory for all the company employees, wether they are or not on the list of key
persons.

11.Test of the business continuity plan.

The plan must be tested, to be checked its functionality. The first application of the plan must not
be issued at the time of expressing the critical situation, it is possible that it does not operate

12. Improvement of the business continuity plan.

It is necessary a periodical reevaluation of the plan, taking into account that there may be
situations that have not been initially taken into account. Every time when changes take place, they must
be mentioned in the new plan, which will be multiplied and will be acknowledged to the organization
members. (www.bcrclubantreprenori.ro)

4. International standardization in the business continuity management field

Taking into account the importance of the business continuity, the International Standardization
Organization (ISO) published a management specific standard dor the ensurance of the business
continuity, which supports the organizations in the public and private field.
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The standard ISO 22301:2012 proposes itself to help the organizations, independently of the size,
place or activity field. Any time critical incidents may occur, which may disturb the activity of an
organization. The standard recommends a series of generally applicable measures, so that the economic
entities to be better trained and more confident in the capacity to retake the activities, without impairing
their image, with the decrease of losses, development under safety conditions of all the processes,
assignment of obligations etc. These incidents may take different forms, from natural disasters of big size
and terrorism acts up to accidents related to the environment technology or incidents. Althouth there are
generally stressed the disasters and force majeure situations, the most frequent incidents are minor, they
may have a significant impact on the activity, which makes that the application of a management strategy
of the business continuity to be very important. At the global level, it is paid a high importance to the
issues related to the business continuity, searching solutions that the organizations of the public and
private fields to know how to prepare themselves and answer to the unforeseen and disturbing events.

ISO 22301 provides a frame for the planning, conclusion, implementation, execution, monitoring,
maintenance and permanent improvement of the management systems of business continuity (SMCA).
The standard was establish to help the organization to protect themselves against incidents, to be able to
answer and improve after the production of these events. The document concluded by ISO will help the
organizations to establish a SMCA adequate to their own needs and that fulfills the requirements of the
interested parties. These needs are conditioned by legislative factors, by regulation, organizational and
sectorial, by the products and services provided by the organization, by its size and structure, by the
specific technological processes and by the interested parties. For a good application of standard, it is
necessary that the organizations understand deeply the standard specific requirements.

ISO 22301 is the first standard that is aligned to the new ISO format of writing of the standard for
management systems. This format facilitates the comprehension of standard and ensures the correlation
with the other management systems ISO 9001, ISO 14001 and ISO/IEC 27001.

5. Conclusions

The business continuity management does not constitute a simple project or a plan that must be
developed by organizations. For a good application and use, it must be understood and established with
the support and with the necessary structures and that will appropriately operate in any situation,
including in the critical times. Although it is not a generally valid situation for any business field, the
international standardization tries to establish a series of recommendations that support the business
environment and minimize the effects of certain unforeseen situations.
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